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m o A AsistA ek, o] BgE AufF) oleba sh AufFE A o] Ytk ZEIH| A2}
#el OEPP7} e},

O.

the 1T ol A e e TR she] Al oo 245k tRel 513
2233 Haoie Ui s HY YR 22a9e B4k Zo] ol 37

e
2239 A Hi Aol
F0 Z2I%S uEsien Agsile] 94 ST SPHTEE A4S BEST BAS
stel BAoR S she 49w Wk A4 SIS BAstelw i A7} okl e =
21991 AeolH B4 Sof AL F4jo] FR5FEE AL S Abo] 7w Aa gt
' N\
e ==23H
PUSH 70 PUSH 60
XOR EBX EBX MOV EAX DWORD PTR FS:[0]
PUSH EBX PUSH EAX
MOV EDLDWORD PTR MOV EDWORD PTR FS:[0], ESP
DS[<&KERNEL32GerModu MOV EAX. DWORD PTR SS:[ESP+10]
CALL ED] MOV EDWORD PTR SS:[ESP+10], EBP
CMP WORD PTR DS[EAX],5A4D LEA EBP,DWORD PTR SS:[ESP+10]
JNZ SHORT winmine.01003E5E SUB ESP EAX
MOV ECX DWORD PTR DS[EAX+3C] PUSH EBX
ADD ECX EAX PUSH ESI
N J

7ljg 4 Q] A Al QELA T2 T

7S Agslw 7] 2] 4, 7|50 wfel YR Za o] oby

P E

=
=,

AN
.

: Original Entry Point (2= Z21#0| A X|F)
7) UPX : upx.sourceforge.net

8) Themida : www.oreans.com/themida.php

9) ASProtect : www.aspack.com/asprotect. aspx



2. 2| AX|L|0Ee] 7|12 24

12

Al

1z

1o

el AR olge] 78Ael B4 BS F3) 24 BAEE oW ARES 2 T 5 gEA <
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ottt 7|RAOR Tjele] | EANE soldte] LA WS W o Lolind, A x 2
<

2B o|gsto] AR BAS Uk HYnUld UL AA29 WHo] Basthy sk
223 olg3to] Wakstel A

=
Joll oigt AEE SIS 4= Sl OPEH ojH|A| = 14_5% +=@AA

A 71802 Agsh= AF27] Aol “Microsoft Visual C++ 7.0 22 ZHujds Aoz 3
2l B o] BE= 100% HEHE A& ok},

P pEiD v0.95 =101 x]

File: |C:*Documents and SettingsWCertiabWDesktopMwinmine, exe m

Entrypoint: |00003E21 ; EP Section: | text E

File Offset: [00003221 First Bytes: [6A,70,68,30

Linker Info: |7.0 Subsystem: |Win32 GUI E

[Microsoft Visual C++ 7.0 Mathod2 [Debug]
| Multi Scan | |Task'u"|awarl | Qptions | | About || Exit I

[¥ stayon top E

PEID Z2IH2 PE 49 #25 & & 9 7k AFsted Z2aHY A% A4
(Entry Point), A4 A2 (NumberOfSections), RVA AAFA] 0] &-El+= A]Z2] ¥ (Image Base),
AEE= 953 AR 2 Hlo]E(Import Table) AX 5-& &1 & 4= Qiot,

10) PEID : www.peid.info



11 SW SEM1} 7[EXMES XX

£
~ Basic Information
EntryPoint: [J0003E21 SubSystem: (0002
ImageBase: (01000000 NumberOfSections: |UDU3
Size0flmage: 00020000 TimeDateStamp: (38708475
BaseOfiCode: 00001000 SizeOfHeaders: 00000400
BaseOfData: (00005000 Characteristics: |010F
Sectionalignment: (00001000 Checksum: [00028641
Flealignment: 00000200 speofoptionalHeader: (000
Magic: D108 MumOfRvaAndSizes: (00000010

r~Directory Information

RVA SIZE
ExportTable; (00000000 (00000000
ImportTable: [0000415C 000000B4 m
Resource: 00006000 00015160 D
TLSTable: (00000000 00000000
Debug: 00001100 0000001C =

Import Table2 Z2IHAA AMG3IIL Qe 25 APIE2] F 29 o] 55 Ashe Hole
o|t] Import Table Viewer” Z2I13& o]-g-3to] o]l YRGS A el & = 3tk

i
File: |C-.WDuc1.|men15 and SettingsWCertlabDesktop Wwinmine. exe
DllName | QriginalFirstThunk | TimeDatestamp | ForwarderChain | MName | FirstThunk -
msvert.dll Q0004330 FEEEEErT FrErEreT a000a435 Q0001170
ADYAPTI2.dIl 00004210 FFFFFFFE FFFFFFFF 000044F3 00001000
KERMEL32.dll 00004278 FFFFFFFF FFFFFFFF 000045E4 00001068 =
GDI32.dl 00004234 FFFFFFFF FFFFFFFT 0000460E 00001024
000042BC FFFFFFFI FFFFFFFI 000043AC 000010AC
SHELL32.dll 00004284 FFFFFFFF FFFFFFFF 00004524 0ooo10A4 x
A b|
ThunkRVA | Thunkoffset | Thurkvalue | Hint | &PT Name -
0000428C 000036BC 00004934 01BC LoadIconiy
000042C0 000036C0 00004945 010E GetDesktopWindow i
0o0042C4 000036C4 00004954 0274 SetTimer
000042C8 000035C8 000049588 01E3 MessageBox\W
000042CC 000038CC 0000452 01BA LoadCursori
00004200 00003600 00004932 0035 CheckMenultem
00004204 00003804 00004892 025D SetMenu
00004208 000036808 0000499C 0112 GetDlgltemInt =
Ll Tt el ol ARAASRA S AAAAAG Y 8 ARaA Maciabaslaaatii
1T |

11) Import Table Viewer : www.ntcore.com



PP EER

ol Eelol= 71A 019k 1:1 v go

=
DA™ BDASMY,6 PVDasm',

golz wWakslEeh, ol HaolilEd ZRIYEE DAY, -
DisasmViewer” 50| 9100] 44 £ZEgo|ql IDA 22 ¢ thofat EAHE, ob|8, 7l =

] S /2) il
e Adsta ol £ ¥EES 1 FHRE ST Vlee 2L V] el 7=

loix
Fie Edit Jump Search View Debugger Options Windows Help

47 Functions window ax ‘ x [3) 1Daviews | X [ HewViswa | X JI Stuctues | X En Enums | X B8 mports | X B Exports | -~
Funclion name Py = byte ptr -2¢h |
17 FLocalButton(x) = dine

i Fisenus() = dword ptr -1th

17 PrefDigProc(s k.61 = CPPEH_RECORD ptr -18h

) SetDT extly, ke

{7 BestDlgProc( . 4] *+]. push  7eh

{7 EnterDlgProcs <) ME push  offset stru

) DurGetSystemetics(s] = ME call

7 Adiustwindouw(x] NE xer

4y DoPref]) o oush

) DoErteramel] NB oy

7] DoDisplayBest]) .l call

e MainiwindPros(s x5 .l E:';

Sk ain(s ) ] P'm

o E

5] HFindBitmapls) +f

ImChimanls.) - o dword ptr [ecx], 45560 =
(PLoadBitmaps) : inz short loc_1983ESE

‘IIZHF@EB\IWGPS[] il H movzx otr [ecxr18h]

7 Cleanlpl) -|. o 2

| DisplayBlki.x) |- iz short loc_1083£76

7 DrawGridi) |- mp eax, 26Bh

7 DisplayGric) * iz short loc_1883£63

S DranLedinn A

:@DvawBumbEaunt[x] P

o) ol V[ o e

4 3 *1. ime short loc_ =]

[ooo03221  [01003E21: _WinManCRTStartup

Ouiput window of
IDAFython version 1.1.92 final (serial 0) =
Copyright (C) 2004-2009 Gergely Erdelyi - http://d-dome.net/idapython/

Using FLIRT signature: SEH for vc7/s

Propagating type information...

Function argument information has been propagated

The initial autoanalysis has been finished. j
Pythorl]

au: ide [own pisk: 10168 4

& DA ZE2IHZ ogsto] AF37] AdelA AYLHA AZF0] BT HolA st
ShowBombs @2 t2oilEd shdoltt, 2= Fei= = 4 313 7 27]% vt &, A3
S olFEe HAE A FAS Eoh

12) IDA : www.datarescue.com

13) BDASM : www.bdasm.com

14) PVDasm : pvdasm.reverse—engineering.net
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|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
:
|
15) DisasmViewer : naggingmachine tistory.com/430 |
|
|
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16) OllyDebugger : www.ollydbg.de
17) Immunity Debugger : www.immunityinc.com/products—immdbg.shtml
18) GDB : www.gnu.org/software/gdb
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0llyDbg - winmine.exe - [CPU - B[]
le View Debug Trace Opunns Windows Help =] x|

| U] nE[m|T]c|..| B|M|H]|
B4 70 PUSH 30 « | Registers (FPU} 7
25|+ B9 90130001 |PUSH wirmine, 01001390 SRR
Dfonsezs| | - Es DFOMO0DD | CALL. 0100200 EC% ODOTFFED
oionzezo(] - 3308 HOR: EBY, EBX v 411 KiFast Syst enc
oioosezF|f - 53 PUSH EB% el ebiane = HULL o ot Siasaitental ey
01003E30(| + 9B30 BC10000] MOY DI, DWORD PTR DS: [<BKERNELS2, Get tod [ ESF ODOTFFCA
01003636 CALL EDI KERNEL 32, Get Hodu | sHand | e4 EFF O0OTFFFD
01003E35(| - B6:G138 405A| CHP WORD PTR D3: [EAX], 544D E5| TFFOFOO0
o1003£30(] - 75 1F JHE SHORT 01003ESE EDI 70913088 ridl |, 70919098
oio0sEsF(| - SB4E AT HOY ECH,DWORD PTR DS : [EA%+3C] :
omoozeaz|] » o3ce 400 ECX,EA% EIP 01003E21 winmine,<ModuleEnt ryPoint=
o1003Ed4 (| - 9139 50450001 CHE DWORD PTR DS: [ECK], 4550 R
otoozEss|[ - 75 12 JNE SHORT CO0SESE 59 B e el RCTIDTT
0100zEAC|| - OFET41 18 | MONTH EAX,WORD PTR 0S: [ECX+18] & 0 SS 0023 3200t OCFFFFEFFF) _
o100zEs0(| - 30 08010000 | CHP EAX, 108 [ 71 0F 0023 32bit OCFFFFFFFF)
HIE = i L5l R 50 FS 0038 320it TFFOFOOO(FFF)
01003E57(| - 90 08020000 | CHP EAX, 208 70 &8 oooo ML
O1003E5C(| - 74 05 JE SHORT D1DUSEES[ . oo
01003EsE(| = 8950 4 HOY DWORD PTR S5: [EBP-1C], EBX o0 - 15T
e | i el 00 LastErr DODODDBT ERROA_ALREADY_EX|S
moosesal] = B9 5400000 CHP DWORD PTR DS: [ECK+84] OF T JEFL 00000246 (NO,ME E,EBE,MNS,FE, GE,LE)
1in=00000070 {decinal 112.) ~ 0510 enpty +UNORM 0002 000000SS FFFFFFFF
STH enpty 0, 000000007827500541 (e—4933
ST2 enpty +UNDRM 0045 020G0064 00000000
5T3 enpty +UNDRH 0003 00000000 DODD0OGA
winmine, <ModuleEnt ryPoint = ¥ A pot i <L 011 ] 2
address |Hex dun 7 [7CETT077| wp? | RETURN ta kernelaz, 7eai 2077
g a2 OOCTFFCS| 76913058) 27 (RETURN from ntdll, 7CO0FETT to ntdl |, 7091308

0005000(18 00 00 00|8F 00 00 00|80 00 DO 0O
01005010| 04 00 00 00|09 00 00 0009 00 00 00
mo0s020{10 00 00 00|10 00 00 0063 00 00 00
005030{1E 00 00 00|53 00 59 00|54 00 54 00
01005040(80 00 00 OO|ES 03 00 00| 8E OO0 DO 00
01005050(6F 00 00 DO|EA 03 00 00|70 00 DO 0O
0M005080| 71 00 00 00/ES 03 00 00 6F 00 00 00
o0s070{00 00 00 00j00 00 00 00| C3 02 00 00
0005080(C4 02 00 00|EC 03 00 00| C5 02 00 00
01005090{C6 0Z 00 00|EC 03 00 0O/ B0 02 DO 00
MOOS0A0|BF D2 00 OO|EC 03 00 00/C1 02 0O 00
01005080\ BE 02 00 00/EC 03 00 00/ C0 02 00 00
010050C0( C2 02 00 00|EC 03 00 0000 00 00 00
01005000( 25 13 00 O1|1C 15 00 01 0C 15 00 01
DMO0S0E0(F4 12 00 O7|E8 12 00 01 OC 12 00 01
010050F0({C4 12 00 01|68 12 00 01| AC 12 00 01

Entry point of main module |Paused

O007FFCC| 7FFOFOO0| R0
QDOTFFOO| TFFO4000) (@7
OO0TFFDA| GOSHBEED| BT,
O00TFFOS| OOOTFFCS| 7e |
OO07FFOC| G9SEO3S0| PLY
O0O7FFED| FFFFFFFR End of SEH chain
ODOTFFE4| 7CE39ADE| 7?7 | SE handler

OO0FFFES| 7CE17080| 07
O0OTFFEC| 00000000 ,
O00TFFFO| 00000000 |
QDOTFFF4| 00000000
ODOTFFFE| 01003E21
O007FFFC| 00000000) ,

: winming. <ModuleEnt ryPoint=
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19) FLIRT(Fast Library Identification and Recognition Technology) : 7|AI0{2] Z=EZLE| MUz EQQ| Library &45 AEsl & QAIE 7|
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11 SW SEM1} 7[EXMES XX

U5 Hexray” Hamde] Z2IWS o]43to] ShowBombs $+E Col= wWeket U&7

ShHolt},
1ext:01002F80 ; _stdcall ShowBombs(X)
text:01002F80 _ShowBombs04 proc near ; CODE XREF: GameOver(x)+2F?D
text:01002F80
text:01002F80 arg_0 = byte ptr 4
text:01002F80
text:01002F80 mov eax, _yBOXMac
text:01002F85 cmp  eax, 1
text:01002F88 jl short loc_1002FDB
text:01002F8A push  ebx
text:01002F8B push esi
text:01002F8C mov esi, _xBoxMac
text:01002F92 push  edi
text:01002F93 mov edi, offset unk_1005360
text:01002F98 mov edx, eax
text:01002F9A
text:01002F9A loc_1002F9A: ; CODE XREF: ShowBombs(x)+537]
text:01002F9A xor €CX, ecx
text:01002F9C inc ecx
text:01002F9D cmp  esi, ecx
text:01002F9F jl short loc_1002FCF
text:01002FA1

int __stdcall ShowBombs(char at)

int v1; // edx@2
_UNKNOWN *v2; // edi@?2
signed int v3; // esi@2
signed int v4; // ecx@3
char v5; // al@4

char v6; // bl@5

char v7; // al@7

if ( yBoxMac )=1)
{

v3 = xBoxMac;
v2 = &unk_1005360;
vl = yBoxMac;

LABEL_11:
++vd,
if (v4)v3)
goto LABEL_12;
}
}
return DisplayGrid();
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[l shape 2 (Up Over Down H

I Export FLA B0 Image (1)

w2 image 1
B[ Button (1)

] . ]9 button 3
addFle | 4 Add Folder ety
1 frame 1
B[\ Misc Tags (1)
L%y file attributes 0
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22) Sothink SWF Decompiler : www.sothink.com/product/flashdecompiler
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ool HmEA L ATEGole] deo]E B shX|H o] Yol HolE A sjo|= o] 3
At o] 7}l S H|IEAste] of® FEo] uh QA Selo] BaT Ao alc)
sol @ 4 9l ol S84 3

A SYAA R 2ZE O] HA7F D= HAS ¢ uhE A5k Alo] FLou reu)
ojg 2 wel o] B 7|2 R djFofof Fhrt,

sejglo] 2 IYORE LYY, A ALEYoJolE BinDiff 7} F33Hl,
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Project Help
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24)

CHE233 : www.darungrim.org
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Il SW SEMut 7| &XESER|

the It go] AR 22 ags Zeao] shke) M4 o] £AIs] we] 51
H Z2IE roli et OuS s Hul AR Z2a%e B4k Zel o g4e
EEIBE LAA S Aol 244 4 2218 I 34 ALY

o Al)= sioF gheh.

e =273

PUSH 70

XOR EBX EBX

PUSH EBX

MOV EDLDWORD PTR
DS[<&KERNEL32GerModu

CALL ED]

CMP WORD PTR DS[EAX],5A4D
JNZ SHORT winmine.01003E5E
MOV ECX DWORD PTR DS[EAX+3C]
ADD ECX EAX

PUSH 60
MOV EAX DWORD PTR FS:[0]
PUSH EAX

MOV EDWORD PTR FS:[0], ESP

MOV EAX. DWORD PTR SS:[ESP+10]
MOV EDWORD PTR SS:[ESP+10], EBP
LEA EBP,DWORD PTR SS:[ESP+10]
SUB ESP,EAX

PUSH EBX

PUSHESI
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2. Universal City Studios, Inc. v. Reimerdes®™
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Copy Control Ass'n Inc. v. Bunner, 116 Cal. App.4th 241, 255-6(Cal. App. 6 Dist. 2004).

92) Roger E. Schechter & John R. Thomas, Intellectual Property: The Law of Copyrights, Patents and Trademarks (2003), 146.
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3, & 239 24l 7§42 Directive 2009/24/EC of the European Parliament and of the

129) 4 Directive

Council of 23 April 2009 on the legal protection of computer programs
2001/29/EC of the European Parliament and of the Council of 22 May 2001 on the
harmonisation of certain aspects of copyright and related rights in the information
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127) 2 I EU MEHE XEer S2iX|Lt o7|0lM= 2 XIZel ol HEMSTt ABEEE EU FEARR| XIFez sict,

128) Article 6 Obligations as to technological measures
1. Member States shall provide adequate legal protection against the circumvention of any effective technological measures, which
the person concerned carries out in the knowledge, or with reasonable grounds to know, that he or she is pursuing that objective.

129) Article 6 Obligations as to technological measures
2. Member States shall provide adequate legal protection against the manufacture, ie or, distribution, sale, rental, advertise salefor
sale or rental, oal ossession for atemercn,| pur ose pur devices, produ,l puruate onenl pur the provision of services which:
(a) are promoted, advertised or marketed for the purpose of circumvention of, or
(b) have only a limited commercially significant purpose or use other than to circumvent, or
(c) are primarily designed, produced, adapted or performed for the purpose of enabling or facilitating the circumvention of, any
effective technological measures.

130) Article 6 Obligations as to technological measures
3. For the purposes of this Directive, the expression ‘technological measures” means any technology, device or component that, in
the normal course of its operation, is designed to prevent or restrict acts, in respect of works or other subject-matter, which are
not authorised by the rightholder of any copyright or any right related to copyright as provided for by law or the sui generis right
provided for in Chapter Il of Directive 96/9/EC. Technological measures shall be deemed “effective” where the use of a protected
work or other subject-matter is controlled by the rightholders through application of an access control or protection process, such
as encryption, scrambling or other transformation of the work or other subject-matter or a copy control mechanism, which achieves
the protection objective.
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131) Article 6 Obligations as to technological measures
4. Notwithstanding the legal protection provided for in paragraph 1, in the absence of voluntary measures taken by rightholders,
including agreements between rightholders and other parties concerned, Member States shall take appropriate measures to ensure
that rightholders make available to the beneficiary of an exception or limitation provided for in national law in accordance with
Article 5(2)(a), (2)(c), (2)(d), (2)e), (3)a), (3)b) or (3)(e) the means of benefiting from that exception or limitation, to the extent
necessary to benefit from that exception or limitation and where that beneficiary has legal access to the protected work or subject—
matter concerned.
A Member State may also take such measures in respect of a beneficiary of an exception or limitation provided for in accordance
with Article 5(2)(b), unless reproduction for private use has already been made possible by rightholders to the extent necessary to
benefit from the exception or limitation concerned and in accordance with the provisions of Article 5(2)(b) and (5), without
preventing rightholders from adopting adequate measures regarding the number of reproductions in accordance with these provisions.
The technological measures applied voluntarily by rightholders, including those applied in implementation of voluntary agreements,
and technological measures applied in implementation of the measures taken by Member States, shall enjoy the legal protection
provided for in paragraph 1.
The provisions of the first and second subparagraphs shall not apply to works or other subject-matter made available to the public
on agreed contractual terms in such a way that members of the public may access them from a place and at a time individually
chosen by them.
When this Article is applied in the context of Directives 92/100/EEC and 96/9/EC, this paragraph shall apply mutatis mutandis.

132) Article 5 Exceptions to the restricted acts
1. In the absence of specific contractual provisions, the acts referred to in Article 4 (a) and (b) shall not require authorization by the
rightholder where they are necessary for the use of the computer program by the lawful acquirer in accordance with its intended
purpose, including for error correction.
2. The making of a back—up copy by a person having a right to use the computer program may not be prevented by contract
insofar as it is necessary for that use.
3. The person having a right to use a copy of a computer program shall be entitled, without the authorization of the rightholder, to
observe, study or test the functioning of the program in order to determine the ideas and principles which underlie any element of
the program if he does so while performing any of the acts of loading, displaying, running, transmitting or storing the program
which he is entitled to do.
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133) EU Z=EHzZ2 03 X|2! Recital
Whereas the exclusive rights of the author to prevent the unauthorized reproduction of his work have to be subject to a limited
exception in the case of a computer program to allow the reproduction technically necessary for the use of that program by the
lawful acquirer;
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136) Whereas a person having a right to use a computer program should not be prevented from performing acts necessary to observe,
study or test the functioning of the program, provided that these acts do not infringe the copyright in the program;

137) Article 9 Continued application of other legal provisions
1. The provisions of this Directive shall be without prejudice to any other legal provisions such as those concerning patent rights,
trade—marks, unfair competition, trade secrets, protection of semi—conductor products or the law of contract. Any contractual provisions
contrary to Article 6 or to the exceptions provided for in Article 5 (2) and (3) shall be null and void.
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138) Article 6 Decompilation
1. The authorization of the rightholder shall not be required where reproduction of the code and translation of its form within the
meaning of Article 4 (a) and (b) are indispensable to obtain the information necessary to achieve the interoperability of an independently
created computer program with other programs, provided that the following conditions are met:
(a) these acts are performed by the licensee or by another person having a right to use a copy of a program, or on their behalf by
a person authorized to to so;
(b) the information necessary to achieve interoperability has not previously been readily available to the persons referred to in subparagraph
(a) and (c) these acts are confined to the parts of the original program which are necessary to achieve interoperability.
2. The provisions of paragraph 1 shall not permit the information obtained through its application:
(a) to be used for goals other than to achieve the interoperability of the independently created computer program;
(b) to be given to others, except when necessary for the interoperability of the independently created computer program; or (c) to
be used for the development, production or marketing of a computer program substantially similar in its expression, or for any
other act which infringes copyright.
3. In accordance with the provisions of the Berne Convention for the protection of Literary and Artistic Works, the provisions of this
Article may not be interpreted in such a way as to allow its application to be used in a manner which unreasonably prejudices the
right holder's legitimate interests or conflicts with a normal exploitation of the computer program.
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Whereas the unauthorized reproduction, translation, adaptation or transformation of the form of the code in which a copy of a
computer program has been made avcolable constitutes an infringement of the exclusive rights of the author;
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143) (50) Such a harmonised legal protection does not affect the specific provisions on protection provided for by Directive 91/250/EEC.
In particular, it should not apply to the protection of technological measures used in connection with computer programs, which is
exclusively addressed in that Directive. It should neither inhibit nor prevent the development or use of any means of circumventing
a technological measure that is ne developto enable acts to be undertakt tin accordance with the terms of Article 5(3) or Article 6
of Directive 91/250/EEC. Articles 5 and 6 of that Directive exclusively determine exceptions to the exclusive rights applicable to
computer programs,
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146) THE DIGITAL MILLENNIUM COPYRIGHT ACT OF 1998 : USS. Copyright Office Summary, Copyright Office, 1998.12, 4%,
{http://www.copyright.gov/legislation/dmca.pdf)
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148) 0|2 XM= §1204 Criminal offenses and penalties
(a) In General—Any person who violates section 1201 or 1202 wilfully and for purposes of commercial advantage or private financial gain—
(1) shall be fined not more than $500,000 or imprisoned for not more than 5 years, or both, for the first offense; and
(2) shall be fined not more than $1,000,000 or imprisoned for not more than 10 years, or both, for any subsequent offense.
(b) Limitation for Nonprofit Library, Archives, Educational Institution, or Public Broadcasting Entity.~Subsection (a) shall not apply to a
nonprofit library, archives, educational institution, or public broadcasting entity(as defined under section 118(g)).
(c) Statute of Limitations.—No criminal proceeding shall be brought under this section unless such proceeding is commenced within
five years after the cause of action arose.
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12012 I X7} Qet=IR=X] (ol 2Mof JHYUE 7ts4S AHZstn UCt: Melvile B. Nimmer - David Nimmer, "Nimmer on Copyright,,
Mattew Bender & Company, inc., 2007, §13.05[G], 13-2712,
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151) Universal City Studios, Inc. v. Corley [273 F.3d 429(2d Cir. 2001)].
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155) Article 6 Obligations as to technological measures
2. Member States shall provide adequate legal protection against the manufacture, import, distribution, sale, rental, advertisement
for sale or rental, or possession for commercial purposes of devices, products or components or the provision of services which:
(a) are promoted, advertised or marketed for the purpose of circumvention of, or
(b) have only a limited commercially significant purpose or use other than to circumvent, or
(c) are primarily designed, produced, adapted or performed for the purpose of enabling or facilitating the circumvention of, any
effective technological measures.

156) §1201 Circumvention of copyright protection systems
(a)(2) No person shall manufacture, import, offer to the public, provide, or otherwise traffic in any technology, product, service,
device, component, or part thereof, that—
(A) is primarily designed or produced for the purpose of circumventing a technological measure that effectively controls access to
a work protected under this title;
(B) has only limited commercially significant purpose or use other than to circumvent a technological measure that effectively
controls access to a work protected under this title; or
(C) is marketed by that person or another acting in concert with that person with that person’s knowledge for use in circumventing
a technological measure that effectively controls access to a work protected under this title.

157) (b) Additional Violations.?(1) No person shall manufacture, import, offer to the public, provide, or otherwise traffic in any technology,
product, service, device, component, or part thereof, that?
(A) is primarily designed or produced for the purpose of circumventing protection afforded by a technological measure that
effectively protects a right of a copyright owner under this title in a work or a portion thereof;
(B) has only limited commercially significant purpose or use other than to circumvent protection afforded by a technological
measure that effectively protects a right of a copyright owner under this title in a work or a portion thereof; or
(C) is marketed by that person or another acting in concert with that person with that person’s knowledge for use in circumventing
protection afforded by a technological measure that effectively protects a right of a copyright owner under this title in a work or a
portion thereof,



11 SW HEAu} 7 =B S K|

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
\

22 IR0 tjalol 3 - o] FTA 24 ol@ele] 7129 A12zole8 o= 774
shoich. wheba] sAAF Aol ik & Aol

)4|

E5H 3 o] FTA A% o|FHt #34220]9 A28 Alle o= HEA 7|62 iz
3t 29 ez et AdS 7}213 ARgSkE A7t S8t Wast JHE HA 9
7% o2 T2 Toks BHo g 2R d I s 1AL §17] 9jste] RjH 4L
Skal it} o] 44 "4——’.50] Z2 A ITAEAN | Tale] )RR QAL Asle] o e FAst
I Gle Pojug Ze] %ﬂ%ﬁoﬂ i3t 2ok ARACl g2 A12£0002 7|28 wrkajo}
Aoz Kol

|

w4
o rlr 1&

%JN
o?si 41 22 o

T9Y) 94 ZRIAREO R FRE WE B3 B4 AUl A0LER A4 7
B 9J5 AR AHro] ARt o] AZEe Ao =
318 Aolet. TAG oldjel = 47]9] et HrkE 3

fu
[
o
]
il
=h
1%
=
ol
o
%
ofl
it
il
=2
bl

717 HEEN B AL v1F ARART 1 720 WelA] Kol giek. 3t - v] FTA
0 o3 ALY 7125061 Bl AL el A0 wlc um Ul A]
AA et ve) Sehe, )3 AR EEA AEA 147

AT g2 %ﬂ the A 93 feLbt ARTUYAE o 7&%@ IHJ‘LDF& G o, 2%
A q

1o
-4
Y
)
re
:?1:4
>
g
2
O]
rlo
o
X
=}
[0 2
e
1)
ru}#.
Tj
me
ﬁ
_\1
=1
Hﬂ
>,
o

U, 374018 3839 37

a2 & - v FTA g9 el vl Azt 98] 22T EAEA 17g0] ¥
EAstaL, Aol B 2 Al2E, Al1220)2 % Z1]12§—4394 3+ 2ol AEohs Aoz

158)@ HMitEol= 76t th2 2 29| 0f aftol| siEsl= &

7
(=}
1. et B2 JPIT MBI bt S8l Lest HUE 22 4 g 90| OIS Z2IMi| 582 X0z meIUmCoLNS

3t7| #lato] 28t E2



skl TRAFACARA FAole FFS vAA G dER FAE] Aok &, 3408 2
A9 AL W9ollA TEaWTI TR FALS ujA| o] ik, r
1z
of 3ol 742 A4 el tha BRA HEo] olrk 94 of ;10| A12%, A12%9]2 %
% Al1220139] %5 AelRtth= ofn7t of s+l s gg;@a Z-go] ABtE|] o= A7t :}g
#) EFFIOL Sk AR ohy W e FHE0l 4 AFES Alglat AEelt THol% o
3o AgRThs AA) BRI, vk ko] b 111125434 ZRIRFERY ©
o ANE ZRIBREARAS) 31§ oo B FoE FAT 018 Aely mrawaEe
R4o] satci ojul} B SE o Aoleh, AL Faeh Pk wi Aol A1220)47h -
=293 E B3 esto] /90 ofxE gt

e, ool AR IS T R AR S V12 AR AT
Aol EEA BoRe AGE A ALY o]0} R AHA o HFE o
B S8FES ol THE TECHE Aol He LA Aol 1S A0 2 A
o HEtht SRIATEGEY 35S 3 FHol ohJet g FHOE AET Z, o o
$2E ZRagRCARAe A del glrkn Hojld,

wehd R 7144 BEEAol BHSlolNE 1 S 8UNS Aokl BAtE, Aol
ShAl Al1220l40] O)3 ZRIYTE AL 5l8elE A0 SAsH A oJul7} glo] wmalrh 1

[7l&x HSxX|9t T2OMIC ABM 2 | =X oF]
H

HX|E El FTA Z8 | FTA M¥ o= EU ZRE | EU ®E

He | ey | ot | oot | xmay |maaw wal A RiE
SXSHFHSZX| o) X X X X X O
H2EHREZR| X X 0 0 0 X 0
SHEH P25t LA O | wds | © o) 0 X 0
HOENRs HRIFSSXI X X 0 0 o) X 0
S3FX| 0|2 HEM 7 0 X 0 X 0 X X
DRIUTACARN 7 0 0 0 X | afe | O X
38018 3 orea i | ovsm e | cgda | O O | ioumien | o e
A S8 o BTSN 02| il | e | wawn | came | dm | mies | el

160) 2, 22T 25 ULINYEEC, 2008.10.10, 2-3H.



NN
W
N\
\/ "\ /\\
/ NN
NN \\/



E

TS

=
=

3. TIAF S AL T2A]

t

od
10

I.

il

M= 7H

7H4 oll2|

t

ol
=




b ARAY 4 ZRIFTEGEN 239 42T 24

AT 4 TRORAEGEN 29 SHARY AREZZIR) WA 150 B BUA
% (European Communities Council Directive on the Legal Protection of Computer
Programs) #H|6%9] #4& A3t Zo|tt,

e 2] Az o] qgE R ZRIPIE ALY 2oke qJsA A1012913 A
13 A6 22k BA7F =E s AA =L,

myh opje} vSo] Belo ARPHIE o] TRIYASARA o] /|EHNERAG} 5
Hom FREUM, 7|$HREZNG PHAIA e TRIPRCAR A0 SHY B
A
4

2 %
H ac
54 st MRt 753 Ao g LS Ao FAEo| kB AL Qlrh

o) I3} %a AP T2IPTEGEAS v AARS BE T vl FTANA B
Asth o A AT 7KsAo] Qe oFeH EUAY A9E A2l 4L T4 eh02A Aok
of 23 TR IYTEALHE AT Ao] TH5To] B YR of 13| AXE T ek

TP AFEZRIPE A ARl AA A Do) St wdste] Thet
[e]

o,
[kl
U
4
o
rlo
e
rE’.
)
N
P
i)
rir
i)
E
:IH
_fll
HU
[
juic)
2,
=
=
i
o
K
a
2
T
N
olr
_1>4

A= 01*]14‘3 A (intermediate copying)7F A1 2HHol A At HA A 2afel = HolA|

il
Aloll S3Fe # 244 Wafekes gl 4 dudhe et ol

rEI
ikt
EY
Hu
fr o
Ll
12
O



/d]Z(H_‘: _A’_T._ﬁjﬂﬂ/\]xkg_ LﬂEﬂﬂ jﬂ]—oﬂ Ul]-?i} /\]XI-_Q] j_q—Z{Q_ .T’_H}E %;@ og ﬂéﬂj‘_], o]%
TAANE A BoS e BT glen e AR ot wEs ARS Bk e 4
97} ledulAal o) AR Bele] Bl Bse] ol wals] wRo] Age] WA T
20) A ke 29| 28 FRE SolAE ohfEri Hold, r
Wik AR 42l Yef] thel nES] YES Yool JlorR ARIA Aol A b
FHE2IRS B ALEIE 2 AYY JPAS D0l wadelol doft ol B, f
BHmR 10| HojZ 7|5 oo ofolol} 7154 f4ol gja) FWE Y RoS WAy =
¥ B0l 275 AT Q08 SEA Ao}tk 2, :
re

ZEIYTCARYL YHHOE FgEolo} stul, AU AL01RY3 A AT FHe
ute} sgsofo & Zlolet, o3t BEl TRIYTEARAS TGS QA et 7]eH R
SAA| RS BYH O 585 v AAE e Bmeh AX|sHs Aol

SHA & Zlo] s, ofet &2 HEme vl=ro] deoh AR ;A 2 Aolv, g - 1)
FTA @74lA At vhebe dA]ste Zlolt.

oje} o] L2 IYIAEATAHL 297 9] ¥4 F2E Tl o83l Ao] HiEAsit. &, Ve
AHS 22T HkelA] ¢he Z2I9A A10122]3 A7 A6=9] 4ol ket
7 QA AT =M, ool o] B E8fshe A ool Foetes sfAshes A
ojtt. o)&d, 7|eHEE A FEYE pRlele ZRIPIEARA L S8 BEE 93 F2 0
AR 51 gotozu, AThA oz AgHA Q) 582 sk etolth

) Flo

fo

wheba, @8 AZEHS 101293 A3 A6 FAT A10120)4 FAo] BE 7EHH S
ZXIEE@M ot 71&Elo] Y&o& Qlsto] oF FA4Y s TEol AT X7t A2
13t A10129)4 1L 7]EH SR A FY3E Fhlshs 490l ghste] ettt dS

AHo g2 FAE Aol autET)

ol

oRxE, Al01x9)4= 7@ A RE 2R o) FHop} kel E ol Fsto] A Edrtes HE B3



1 SW SEAM0} 7|EXMES XX

2. ZRMTICHRMO| H3

EU AFEZ209 A Alsz A7]3 vet 2o] 92 AZ-Ue] efmek Aol ek, 92
A A2 A3EelE ZRIPRSARAS FYHOE BAY AFHLZIRANEY o}
£ AFHz2IYse S5 LAt JuE 9] el AFHE wxwgic—g— B Ei
MBSt 02 74 6} gt} % TR B9l ne0] BA) EL WH A9leT &
e le), 7 A W] Sk ch B, 1T ok 20] $2] AR 2

T 9 WS O A B A i 6] WA 2 Holof Tl

ket

it

e olef ol sjAstA Hu AEY TRIYIEA RS ] A P g =
- 8 %E}. 1231 o] 7 A0129Y3 A7 A6z A A2 Ao 2H BAE 583t
3 o] 4o Y E ZR2aWA= AR o] 7PsElA Hrk, 2t o] AL T2y
% AN012:913 A1 A6k 2ot FE PR A o] Hj2] == dapo|ch, EF
o] ZRIYIAEA LA o] EA 2R sjAo] ATtEE, TAsAS Al10122139] od

lono

&

A

/H

o K

O_u

1% vhot 2
ol 5G] Hmz 1 Welrk s el

o
m\l

o

H1
1557

of¢

WOl 4|2 Q% BAL MR 2, A% 518 8912 ol ZRIRnCdENS AP
o 410820} A|62.0) WSlol7|%k Sh Aol ¢l A4k S W92 MEfehE A2 ofy
A7} gl Aol

[

MER EL o HAREY StEK 14
2 Wl

P

“f‘

w2t EU e 2205 Aol Ao o] ¥ghs
h= Zo] AW WellAl e oful7t st yele] A

>i
|o

160) Q& d, ‘2 IMTC
161) 2l 2 HE S 23]
7-15 O|710| OIEL:

o AREHE2OULESHM= Z2OWTE ARMO| Chslo] 01R2 Hol FHOIL A 5187|1FS FXI ¥u, Chet Mi2E Meso| 223
WAEHO| MiStel= AIRE "E2IH0| sy 7|Et EFYQAS Solstn 24 - 7 - uKsl| Hlsto] ZRE A7 11 SX0f| Lash HeIUolM
SHE Z20US SH| L= AIBE £ TS ot 7ES FO MI2E HM6S2| 70| R0l 2t HOIQIX|9| o{R7t SHSE ®ot o2t &
EIWMAAEXC] RIS XILAA Mot HREHE2IUESHO| oY SX0f e AX7H AU
‘LN HaiAlel Hetslet MME FEARMO| BEYIES MSotuxt Z2IMFSHFEMo| et YonHe F&te

2AM 80| HlmHN BA-FU AZEQOXIEE 402" HRIHE| M475(2007E 0153), MESTAL 2007.6, 94T,
FATEQIR, LREI2 UL SHBINHME HER TN, TS [SFRBEMNRIAS], 2000.12, 2-4%H0f Chant 22

S 5= hEote] Hxls
TSt 02 &
K A2 oSS BEE m2IuE sl £ NSE S U 32| fEoR N SR JIAE olet ohlcil o RelS e
21510) T2 1240l 7158 A - 77 - Aiefs ZP(HEE HE Slsiof S B IAE ARSI AP} U5t B2 1S Alg B9l tol o
2 THYE st 9IS
JWEotel FHxl= m22 ABO| FHIS TS MY U= AF 2 SHHsh, ARSOl WS m2TASE0 of 2 Ao A of
Z2 2 REAERl] KILIE HaIESHE 0| et Hoz, MElelRo] S3S vilst HY

a2 ol s A Aol etk AollA HAleh weks MR 2A He 79



olo] uket @3 AZEH A1012 40 7FAE Z2IPISARLL A10122]3 A6Z9] 74 -~
Tz RSt o A Al M= Apfro-§-of RS Fojdh= P Yol Bad Aol &, A2
2:0]

AL ool et FAIAQ 32 Yg-= 2ol 2ol sttt sz, #1014 T‘P‘*Oﬂ ) m
2} #4829 o] g51=t A oll AZHA| QAL Al A A2 4= e Aol :@

3. 2IAF H AL M| SHOIML| 1 FE

| I3Rivlc SR B2 Iy

el g8k 2 41 9
ARERA 4] gukst] 2 &
W Aol ohj} ol Aol BRI Aalrk r i waka peln Aele) Welh YA ofie] n
o G o] T3,

E3t olej o § o FAL %Xﬂi‘{ G “&Qﬂr g Ao A3 Alo] ZRaRncey
= ag Al Wt LR Aol

of 7ﬂ1°‘:4 Rk

¥2,
o L
rr
poy
o
_VL
H
ot
&=
=
u
=)
ol
=)
R

2
=,
1o

I o)A EU HrEZ 28 A3 A6z AR Azl sigshs ol A=
Feluere] Az At FukE Aol QInk. thi, 43717 Hief 2o Alexe] S & AE Y
ofube ZRIPIFCALAL "BA T "HE Yol ishA B AzAa-ae] U= 1A
afoF gtk whebA o] Folle A "HEF & o RA| =L TR3 ARFO. R EA| Ht

162) EU ZFEZ20H XIF Recital
Whereas this means that the acts of loading and running necessary for the use of a copy of a program which has been lawfully
acquired, and the act of correction of its errors, may not be prohibited by contract; whereas, in the absence of specific contractual
provisions, including when a copy of the program has been sold, any other act necessary for the use of the copy of a program
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163) (50) Such a harmonised legal protection does not affect the specific provisions on protection provided for by Directive 91/250/EEC.
In particular, it should not apply to the protection of technological measures used in connection with computer programs, which is
exclusively addressed in that Directive. It should neither inhibit nor prevent the development or use of any means of circumventing
a technological measure that is necessary to enable acts to be undertaken in accordance with the terms of Article 5(3) or Article 6
of Directive 91/250/EEC. Articles 5 and 6 of that Directive exclusively determine exceptions to the exclusive rights applicable to
computer programs,
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